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V/v trién khai cdc giai phap ting cudng
bdo dam an toan hé thong thong tin

Kinh guri:
- Van phong Tinh tuy;
- Vin phong Hoi dong nhan dén;
- Vin phong Uy ban nhan dén tinh;
- UBMTTQVN va céc to chtrc chinh tri-xa hoi;
- Céac S¢, Ban, nganh thudc tinh;
- Uy ban nhan dan cac huyén, thanh ph;
- Cac Thanh uy, Huyén uy.

Tiép nhan Coéng van s6 2675/VPUB-VXNV ngay 01/07/2024 cua Uy ban
nhan dan tinh v€ viéc Trién khai mot so giai phap tang cuong bao dam an toan h¢
thong thong tin.

Tir dau nam 2024 dén nay, da xay ra mot s6 sy ¢6 an toan thong tin mang, dic
biét 1a cac su ¢ tan cong ma doc méa hoa téng tlen (ransomware), gy thi¢t hai va
lam gian doan dich vy tryc tuyén clia cac co quan, t6 chtrc, doanh nghiép. Viée khic
phuc va phuc hdi sau sy ¢b an toan thong tin mang con cham va lung ting.

Nguyén nhan cha yéu 13 do chua tuan thu va trién khai day du cac quy dinh
bao dam an toan thong tin mang, dién hinh 1a: Khong c6 ban sao luu dit liéu ngoai
tuyén “offline”, khong co hodc co ké hoach khoi phuc nhanh sau sy cd nhung khong
pht hop, dé xay ra sy ¢ do nhitng 131 co ban; chwa trién khai phdn mém chdng ma
doc trén cac may chil quan trong, chua giam sat an toan thong tin mang (SOC) day
du dé kip thoi phat hién bat thuong trong hé théng.

Pé ting cuong hi¢u qua cong tac bao dam an toan thong tin va phuc hoi nhanh
hoat dong sau sy c¢d, bén canh viéc trién khai day du cac quy dinh cua phap luat vé
bao dam an toan hé thong thong tin theo cip do, So Thong tin va Truyén thong
huéng dan trién khai 06 giai phap trong tim sau:

1. Cac co quan dinh ky thyc hién sao luu dir 1i€u ngoai tuyén “offline”. Voi
chién lugc sao luu dit liéu theo nguyén tac 3-2-1: C6 it nhét 03 ban sao dit liéu, luu
trit ban sao trén 02 phuong tién luu trir khic nhau, véi 01 ban sao luu ngoai tuyén

“offline” (st dung tape/USB/o cing di dong...). DT liu sao luu offline phai dugc
tach biét hoan toan, khong két ndi mang, ¢ 1ap dé phong, chong tin cong leo thang
vao hé thong luu trit.



2. Trién khai giai phap dé san sang phuc h(f)i nhanh hoat dong cuia hé thong
thong tin khi gap su ¢0, dua hoat dong cua hé thong thong tin tr¢ lai binh thuong
trong vong 24 gio hoac theo yéu cau nghiép vu.

3. Trién khai cac giai phap, dic biét 1a giai phap giam sat an toan thong tin,
dé ngan ngira, kip thoi phat hién sém nguy co tan cong mang d6i vé6i ca 03 giai doan:
Xam nhép vao hé théng; ndm gian diép trong hé thdng; khoi tao qua trinh pha hoai
hé thng.

4. Phan tach, kiém soat truy cap gitra cac vung mang va chuyén d6i, nang cap
cac umg dung, giao thirc, két ndi lac hau, khong con dugc hd tro k¥ thuat sang phuong
an str dung cac nén tang, tng dung (app) dé giam thiéu nguy co tan cong mang leo
thang vao hé théng thong tin théng qua may tinh, thiét bi dau cudi ctia ngudi dung.

5. Tang cuong giam sat, quan ly cac tai khoan quan trong, tai khoan quan tri
hé théng bang giai phap xac thuc 02 16p (OTP...) hoic giai phap quan 1y tai khoan
dac quyén (PIM/PAM) nham phong ngira, giam thiéu thiét hai trong trudong hop ké
tan cong chiém dugc mat khau cua tai khoan quan tri.

6. Ra soat, cap nhat thuong xuyén cac ban va bao mat ctia hé diéu hanh duoc
canh béo tir cac co quan chiic nang, thay d61 mat khau quan tri dinh ky; st dung mat
khau c6 do dai tir 8 ky tu trd 1€n, chir thuong, chit hoa, s6 va ky tu dac biét.

Truong hop can hudng dan, hd tro va diéu phdi xur ly, tmg ctru sy cO an toan
thong tin mang, cac co quan, don vi c6 thé lién hé qua cac dau mbi:

Trung tim Giam sat an toan, an ninh, thong tin mang qua tong dai 1022, thu
dién tir ioc@ninhthuan.gov.vn.

Phong An toan h¢ théng thong tin, Cuc An toéu} thong tin, B TT-TT, s6 dién
thoai 0869.100.319, thu dién tir athttt@mic.gov.vn dé dugc hudéng dan.

Trung tim Ung ctru khan cdp khong gian mang Viét Nam (VNCERT/CC),
Cuc An toan thong tin, B TT-’TT, dién thoai 024.3640.4421 hoac so dién thoai truc
dudng day néng tng ctru su ¢6 086.9100.317, thu dién tu: ir@vncert.vn.

Trung tdm Gidm sat an toan khong gian mang qué),c gia (NCSC), Cuc An toan
thong tin, B TT-TT, dién thoai: 024.3209.1616 hodc so dién thoai tryc dudng day
nong ho trg gidm sat, canh bao sdém 038.9942.878.
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